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Cil tematu

e Znam pojmy:
* LAMP, FTP, NFS, SMB, webovy server, databazovy server
 Popisu a vyjmenuju:
* rozdily mezi zpusoby sdileni dat a jejich vyuzitim
 porovham NFS a SMB
* Umim:
* nainstalovat a konfigurovat jednotlivé serverove sluzby
* spravovat a zabezpecovat serverove sluzby
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Serverove vyuziti

* ProcC Linux jako server?

* stabilni, bezpecny, otevreny

* b&Zi na vétSiné svétovych serverl

* nabizi nastroje pro ruzné typy serveru
e Zakladni serverove sluzby

* LAMP -webovy server

* FTP - pfenos souboru
* NFS - sdileni souboru v siti
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LAMP stack

* LAMP = Linux, Apache, MySQL, PHP

« Kombinace softwarovych komponent pro provoz dynamickych
webovych stranek a aplikaci

LI:ImP)’)

Linux Apache MySQL PHP
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Slozeni LAMP Stack

* Linux
» zakladni operacni system

Apache
 webovy server, obsluhuje pozadavky HTTP

MySQL/MariaDB - databazovy systém pro ukladani dat
* PHP - skriptovaci jazyk pro tvorbu dynamickych stranek

6 Lukas Pospisil, 2025 @g Il(\llc!bejkcy)us Brna




Proc se vyuziva

* Open-source, siroka podpora, flexibilita
* Pouzivaji ho CMS jako WordPress, Joomla, Drupal
* |Integrovan ve vetsine hostingovych sluzeb

* Nekdy se vyuziva misto Apache webserver Nginx
* LEMP stack
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LAMP stack architektura

Hardware Environment: CCC
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SELinux
Smack
TOMOYO Crackers
Process Scheduler md‘innjwempts
Netfilter At}aﬂﬁks .
Linux network stack & Comggﬂz?rs
Network scheduler Req,ies':s

NIC
Internet

kmod-fs-ext4 RESPO“SES \\

kmod-fs-btrfs low latency Customers

Lustre want attendance

device
driver

Botnets

DDes-Attacks
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Instalace a konfigurace

* |Instalujeme pomoci apt-get a nasledne spustime sluzby
* blize popsano v ucebnich textech

* Konfiguraéni soubor
* /etc/apache2/apache2.conf
* Poinstalaci po zadani IP serveru se vykresli stranka (aplikace

Apache2 Ubuntu Default Page: It works - Mozilla Firefox 1 m = @) 1321 3%

Apache2 Ubuntu Defa... %
€ @ localhost @ ¢ | |Q search w8 » | =

@ Apache2 Ubuntu Default Page

i
il

This is the default welcome page used to test the correct operation of the Apache2 server aft'|
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which th
Apache packaging is derived. If you can read this page, it means that the Apache HTTP serve
installed at this site is working properly. You should replace this file (located at /var/www
/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probab
that the site is currently unavailable due to maintenance. If the problem persists, please con
site's administrator.

Configuration Overview
Ubuntu's Apache2 default configuration is different from the upstream default configuration,
into several files optimized for interaction with Ubuntu tools. The configuration system is full
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the man
apache2-doc package was installed on this server.
The configuration layout for an Apache2 web server installation on Ubuntu systems is as follc
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FTP

* File Transfer Protocol
* Protokol pro prenos souboru mezi klientem a serverem
* Pouziti:
* nahravani souboru na webové servery
» stahovani souborl z centralniho serveru
* automatizovany prenos dat mezi systémy
* Vyuziva porty 20 a 21 o

SERVER
—_
o b_FTP

A| A' /\| A'
Download File
Upload Files
Delete Files

Rename File
...etc...
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Nevyhody

* Nesifruje prenos dat

* resenim je pouziti SFTP nebo FTPS
* \lyzaduje spravnou konfiguraci firewallu

* pouziva se 2 TCP spojeni (prvniridici, druhé datoveé)
* Delsiodezvy

* nelze sloucit pfenos vice souboru do jednoho
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Instalace a konfigurace

* Pomoci apt-get, instalujeme Very Secure FTP Daemon
* sudo aptinstall vsftpd

* Konfiguraéni soubor
e /etc/vsftpd.conf

* Pozmene konfigurace vzdy restartujeme sluzbu
* sudo systemctl restart vsftpd
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Dulezité nastaveni

 Zakazani anonymniho pristupu
e anonymous_enable=NO

 Povoleni zapisu na server
* write_enable=YES

* Omezeni pouze na domovsky adresar
* chroot_local_user=YES

* Povoleni pfihlaSeni mistnich uzivatelu
* local_enable=YES
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NFS

* Network File System
» Sitovy souborovy systém umoznujici sdileni souborti mezi PC
* Vhodné vyuziti:

* sdileni dat mezi servery

* sdilené pracovni prostredi

* pfipojeni sitovych disku na klientské pocitace

(NFS)
Network File System
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Vyhody a nevyhody

* VWyhody
* rychlé a snadné pripojeni ke sdilenému ulozisti
» efektivni pres lokalni site
* Nevyhody
* slabsi zabezpeceni — nesifruje prenasena data
» zavislost na siti — pfi vypadku sité klient nema pfistup souborim
* problémy s autentizaci - pouziva UID/GID pro opravnéni
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Instalace a konfigurace

* Pomoci apt-get
* sudo apt install nfs-kernel-server
* Konfiguraéni soubor
* /etc/exports
* Do soubor definujeme sdilene slozky, podsit, parametry
* /home/sdilene 192.168.1.0/24(rw,sync,no_root_squash)
* Nakonec ulozime a restartujeme sluzbu
* sudo exportfs -a
* sudo systemctl restart nfs-kernel-server
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D Linux NFS Client D Linux NFS Server

il - .
Application Linux Kernel
File System Operations
File System Operations
l{stat, open, read, write...) l
Linux Kernel - nfsd
- : (Linux in-kernel Virtual File
Virtual File NFS server) System (VFS)

System (VFS)

TCP/IP Stack Local File System

NFS client e.g. extd
. Block device
TCP/IP Stack Network Driver | | o o1 /sAS/NVMe)
MNetwork Driver Storage Device(s)
NVMe
Iy HDD/SSD
Network

e.g. Ethernet
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SMB

* Server Message Block

 Sitovy protokol umoznujici sdileni soubordu, tiskaren a dalSich
prostiedkl mezi zafizenimi v siti

* Primarne pro Windows, podporuje hoi Linux a macQOS
* diky Samba serveru

 UmozZnuje autentizaci uzivatelu, fizeni opravnéni

* Vyuzivan pro sdileni souboru mezi Windows a Linux
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Jednoduché sdileni pres Samba server

S Mésos
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Anotace

Tato prezentace slouzi k seznameni se s metodami serverového vyuziti Linux. Zameéruje se na webové
servery (LAMP stack), prenos souboru (FTP), sitové sdileni souborti (NFS a SMB) a jejich konfiguraci.
Zaci se nauéi instalovat a konfigurovat LAMP stack pro provoz dynamickych webovych aplikaci, nastavit
FTP server pro prenos mezi klientem a serverem a pouzivat NFS pro sdileni soubort v lokalni siti.

Hlavnim cilem je, aby Zaci porozuméli riznym metodam spravy serverovych sluzeb v Linuxu a dokazali je
efektivné vyuzit v praxi.

Uzité zdroje

* https://vyuka.mesosdev.cz/kb/operacni-systemy/linux/serverove-vyuziti/
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